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[ Abstract] With the increasing penetration of renewable energy, Cyber-Physical Power Systems (CPPS) are
playing an increasingly critical role in the development of next-generation power systems. This paper provides a
comprehensive review of key technologies and recent advances in CPPS, including hierarchical modeling, co-
simulation, intelligent control, cybersecurity, and resilience enhancement. In particular, CPPS have demonstrated
significant improvements in system performance through advanced modeling frameworks and co-simulation
platforms, especially in scenarios involving renewable energy integration and dynamic response optimization. The
paper further analyzes major challenges in current CPPS applications, such as modeling inconsistency, complex fault
propagation mechanisms, and increased control dependency. Moreover, the potential of digital twin technologies and
reinforcement learning methods is explored in the context of state estimation, anomaly detection, and adaptive
scheduling. Finally, this study discusses the challenges and future directions of CPPS in enhancing power system
resilience, offering theoretical insights for the development of highly observable, recoverable, and intelligently
coordinated power systems.
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