I vk LR 2k 2025 £E55 5 B 5 2

Advances in International Computer Science https://aics.oajrc.org/

28, ECU B ZS7H4E (OTA) HIBFISEENEIRRE

TRA
REHEBEFFARNS] REFE

[#Z] £#& ECU B# 2 FH R (OTA) RARAEZLTRAATTRNRRZ —, RYRAEMOAHRK
544tk £ OTA A AT, B RHRUARY THREHLECU “Lat” A%, FPEYREMEREN. A
T OTA ARG TN, BGERAENFGFALLN XK. AL AL, 2ERE, GRNFFTEETTHE
FRHRGFRARE, RET—HEATSZERE. L& FRAISKINGEATE, URGERZLAE OTA &
PO TERSRCH FREREN, IRENG LA A RELT FRITRTHFTIHENL, RET 24 ECU
89 IE BT .

[X587] £#8 ECU; B#=F A% LA OTA AA4%; THHE

[YisHEAY 2025 %5 A 16 B [EFIHEAY 20256 A 78  [DOI] 10.12208/j.2ics.20250033

Research on anti-change mechanism of over-the-air firmware upgrade (OTA) for vehicular ECU

Changhe Ding
Tianjin Weisino Technology Co., Ltd, Tianjin

[ Abstract] Over-the-air firmware updates (OTA) for automotive Electronic Control Units (ECUs) represent a critical
technology in modern vehicle electronics, significantly enhancing both functionality and safety. During OTA processes,
firmware update failures or improper implementations may trigger ECU "brick" phenomena, severely disrupting vehicle
operations. To ensure OTA reliability, developing robust anti-brick mechanisms proves essential. This paper explores
implementation strategies for anti-brick technology through three dimensions: security, integrity, and rollback mechanisms. A
comprehensive anti-brick solution featuring multi-level verification, redundant backups, and dynamic recovery is proposed to
improve system reliability during OTA processes. Experimental results demonstrate that the proposed anti-brick mechanism
effectively prevents abnormal upgrade scenarios while ensuring stable operation of automotive ECUs.
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