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Research on construction path of safety defense system of power monitoring system in thermal power plant

Min Liu, Baojun Zheng
Huaneng Lanzhou Fanping Thermoelectric Co., LTD. Lanzhou, Gansu

[ Abstract] Power monitoring is supported by communication and data networks for the monitoring and
control of power production and supply processes in thermal power plants. In recent years, thermal power plants
have become increasingly automated, digital and intelligent, and their power monitoring systems have become
increasingly complex in terms of information interaction. The thermal power plant power monitoring system
covers a number of operations such as daily production and management of the whole site, and through special
control of different areas, thus ensuring the normal operation of the thermal power plant's daily power generation
work. In the form of industrial control security, Thermal power plant enterprises should build a perfect security
defence system so as to effectively guarantee that the power monitoring system can operate safely and stably. In
this regard, this paper explains the scope of safety protection and its protection characteristics of the power
monitoring system in thermal power plants, analyses the safety risks and hazards that exist in it, and proposes a
corresponding path for the construction of a safety defence system.
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