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Intelligent loading and unloading system for hazardous chemicals based on IoT

Feitong Qian!, Rui Wang?, Jinjunkai Wu'!, Zhenhua Wang'"
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2School of Automation and Electrical Engineering, Zhejiang University of Science and Technology, Hangzhou, Zhejiang

[ Abstract]To address critical challenges in hazardous chemical handling—including inadequate safety management
protocols, elevated risks associated with manual operations, insufficient automation capabilities, and fragmented
information ecosystems—this study proposes an loT-enabled intelligent loading and unloading system with distinct
technical innovations. Leveraging a synergistic integration of loT-centric technologies (e.g., smart sensing modules with
real-time hazard detection, edge computing nodes for low-latency data processing, industrial Ethernet for deterministic
communication, RFID-based asset identification, and a cloud-native big data analytics platform), the system establishes a
hierarchical four-layer architecture: field instrument layer, control execution layer, workshop management layer, and
enterprise-level information integration layer. This architecture enables end-to-end automated and unattended operation
workflows, encompassing order initiation, multi-factor identity authentication, closed-loop loading/unloading process
control, real-time status monitoring (e.g., temperature, pressure, and leakage detection), and full-life-cycle data traceability.
Notably, the system incorporates core functional modules such as anti-tampering mechanisms, dual-channel safety
interlocking, remote predictive diagnostics, and cross-terminal data fusion—effectively enhancing the safety, precision,
and operational efficiency of hazardous chemical handling processes. This research provides a feasible and scalable
technical solution for advancing the intelligent transformation of hazardous chemical logistics, with implications for
industrial safety compliance and supply chain optimization.

[ Keywords] Intelligent hazardous chemical loading and unloading system; IoT technology; Unattended operation;

Automated control; Data traceability
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