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Theory and method of intelligent safety design based on the Internet Of Things
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[ Abstract] To address the limitations of conventional safety design when industrial Internet of Things (I1oT)
extends safety objects from individual equipment to a coupled human-machine-environment-management-
network/data system, a five-domain collaborative theory and a lifecycle design method are proposed based on an
intelligent safe power-distribution project in a coal preparation plant. Inherent safety, defense in depth, fail-safe
behavior, traceability and resilience are taken as fundamental principles. A design chain of hazard identification,
safety-requirement mapping, multi-source sensing, trusted decision-making, safety interlocking, physical isolation,
recovery validation and iterative optimization is established. Hierarchical decision-making combining rule engines
and machine learning, coordination of software blocking and hardware interlocking, and a dual closed loop between
the information and physical domains are introduced. Evaluation dimensions include sensing integrity, diagnostic
accuracy, control reliability, response timeliness, environmental adaptability, traceability and system resilience.
Engineering results show 100% identity-recognition accuracy, robot-recognition accuracy not lower than 96%,
system availability not lower than 99.9%, and more than 40% reduction in power-switching operation time. The
accuracy of unplanned-outage identification reached 92.5%, the average response time was within 4.2 min, and
secondary faults decreased by 70%. The results indicate that [loT-based intelligent safety design should shift from
adding monitoring devices to integrated risk-data-decision-control-recovery design, with authorization, interlocking,

physical isolation and fail-safe degradation implemented together with network connectivity.
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